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Data Privacy Information GSMK Gesellschaft für sichere 
mobile Kommunikation GmbH („GSMK“)  
for Mobile Encryption App (MECrypt)  
Status 01.09.2022


General 


GSMK attaches great importance to protecting your personal data. We always inform you what personal 
data we collect, how your data is used, and how you can influence the process. 


What data is recorded, how is it used, and how long is it stored? 

The app is registered by the administrator. The administrator creates end users for the use of the MECrypt 
service. For this purpose, the following data of the end user is registered:


• Name, E-Mail-Address


This data remains stored as long as the MECrypt service is used. 


When using the app, a unique MECrypt phone number is needed to provide the services. This will be sent 
to you after conclusion of the contract. For encryption, MECrypt is designed to use a new key for each call. 
After the conversation, the key material is deleted immediately. Additional personal data, e.g. your name, 
address, or E-Mail address will not be recorded unless you provide this information voluntarily. 


Authorizations  


For the app to work on your device, it needs access to various functions and data on the device. You need 
to grant certain authorizations to do so (Art. 6 (1) a GDPR). The authorizations are programmed differently 
by the various manufacturers. Individual authorizations may e.g. be combined in authorization categories, 
and you can only grant consent to the authorization category as a whole. Please remember that if you 
withhold consent for one or a number of authorizations, you may not have access to the full range of 
functions offered by our app. If you have granted authorizations, we will only use them to the extent 
described below: 


The app requires access to the contacts/address book for the following purpose: 

If desired, MECrypt can import contacts from the system directory into an encrypted data container to 
exchange encrypted messages with the contacts or call them directly. The data remains on the phone after 
import and will not be transferred to the Internet. 
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Does the app send push notifications?  

Push notifications are messages that the app sends to your device and that are displayed with top priority. 
This app uses push notifications by default, provided you have given your consent during the app 
installation or the first time you use the app (Art. 6 (1) a GDPR).


Will my usage habits be evaluated, e.g. for advertising purposes or tracking? 

No, no tools / cookies are used in the MECrypt app to evaluate user behavior. 


Where can I find the information that is important to me?  

This data privacy information provides an overview of the items which apply to GSMK processing your data 
in this app. Further information, including information on data protection in general and in specific products, 
is available at 


https://www.gsmk.de/legal-disclaimer. 


Who is responsible for data processing? Who should I contact if I have any queries regarding data 
privacy at GSMK? 

Data controller is GSMK. If you have any queries, please contact: 


Mr Dr. Björn Rupp, Marienstraße 11, 10117 Berlin, datenschutz@gsmk.de. 


What rights do I have?  

You have the right, 


A. To request information on the categories of personal data concerned, the purposes of the processing, 
any recipients of the data, and the envisaged storage period (Art.15 GDPR);  

B. To request that incorrect or incomplete data be rectified or supplemented (Art. 16 GDPR);  

C. To withdraw consent at any time with effect for the future (Art. 7 (3) GDPR);  

D. To object to the processing of data on the grounds of legitimate interests, for reasons relating to your 
particular situation (Art. 21 (1) GDPR);  

E. To request the erasure of data in certain cases under Art. 17 GDPR – especially if the data is no longer 
necessary in relation to the purposes for which it was collected or is unlawfully processed, or you 
withdraw your consent according to (c) above or object according to (d) above;  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F. To demand, under certain circumstances, the restriction of data where erasure is not possible, or the 
erasure obligation is disputed (Art. 18 GDPR);  

G. To data portability, i.e., you can receive the data that you provided to us in a commonly used and 
machine-readable format such as CSV, and can, where necessary, transfer the data to others (Art. 20 
GDPR);  

H. To file a complaint with the competent supervisory authority regarding data processing (for 
telecommunications contracts: the German Federal Commissioner for Data Protection and Freedom of 
Information (Bundesbeauftragter für den Datenschutz und die Informationsfreiheit);  

Who does GSMK pass my data on to?  

In certain cases, we are legally obliged to transfer certain data to a state authority that requests it. 

Example: Upon presentation of a court order, we are obliged under Section 101 of the German Copyright 
Act (UrhG) to provide the owners of copyrights/ancillary copyrights with information about customers who 
have allegedly offered copyrighted works via Internet file sharing services. 
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